PRIVACY POLICY

At EOPD, our mission is to support individuals with Early Onset Parkinson's Disease in
Ireland. As a company limited by guarantee (registration number 684095), we are also
recognized as a charitable organization (CHY5745) by the Charity Regulation Authority
(number 20206267). Our registered office is located at 77 Lower Camden Street, Dublin,
Ireland DO2 XE80. We are fully committed to safeguarding your privacy throughout our
entire organization.

PURPOSE

This Data Protection Policy is a Statement of EOPD’s commitment to protect the rights and
Personal Data of individuals and to enable them to exercise their rights in accordance with
the General Data Protection Regulations GDPR 2018.

YOUR DATA AND EOPD

In order to provide individuals with the most effective and targeted range of services
/supports and to meet the needs of members, we are required to:

e Collect, process, store / retain and use data in both Electronic and Manual format for
a variety of purposes, about our Staff, Members, Volunteers and other individuals
and entities who come into contact with EOPD under Article 6 (1) Lawful Processing.

¢ The information we collect, use, and store (process) includes:

» Information necessary in order to facilitate, process, deliver or that relates to the
billing of an agreed business transaction, fundraising or collection of monies or
any transaction associated with membership of EOPD (name, address, contact
details, billing details, etc.)

» Information you provide to us by filling out any forms on the website or by way
of emailing us.

» Records of correspondence whether by email, telephone, through any form on
our website or by any other means.

» Information you provide to us in person.

» Details of any business, commercial or membership transactions you carry out
with us, whether through email, the website, telephone, or by any other means.

» Details of your visits to our website including traffic data, location data and other
communication data in accordance with our Cookie Policy that may identify
personal information (e.g. cookies) and non-personal information (e.g.
information of an anonymised or technical nature).



e EOPD is committed to protecting your personal data and will comply with all
applicable legislation including the General Data Protection Regulation (“GDPR”),
The Data Protection Act 2018 and the Privacy and Electronic Communications
Regulations 2003. For the purposes of GDPR, the data controller is EOPD the Charity
defined above and with the above address.

e This Policy applies to all EOPD Members, Employees, Volunteers and to any other
person who interacts with and uses the Service.

e |[tis the responsibility of all EOPD Members, Employees and Volunteers and users of

the service to comply with and to familiarise themselves with the contents of this
Policy.

How EOPD use your Data

We may use your personal information for the purposes of:

e Processing any enquiry requested by you;

e Entering into and or completing any sales or membership-related request requested
by you;

e Setting up, operating and managing any account or line of credit, if applicable;

e Setting up, operating and managing any marketing and or fundraising services
subject to your explicit consent;

e Complying with our legal duties and responsibilities;

e Debt collection and the collection of outstanding monies;

e Providing, monitoring, reviewing and supporting our online presence via our website
and social media;

e Monitoring any billing or credit transactions for the purpose of preventing fraud;

e Provision of security to, and ensuring the health and safety of, employees,
volunteers and visitors to company premises.

As EOPD provides support services for persons affected by Parkinson’s. We are sometimes
contacted by members of EOPD and members of the general public to either provide
emotional or community support. By necessity in order to provide such services, any
support or referral may necessitate the processing of personal and special categories of
personal data to a regional support person.

We will only process such data with the explicit consent of any individual that we request in
writing (via a consent form), and the data will be held as confidential and secure, and will be
used only for the purposes for which it was collected and will be destroyed or deleted once

it is no longer necessary (in accordance with our data retention policy).



Marketing and Fundraising

EOPD is a registered charity that relies on the public for support and fundraising; without
which we are unable to provide a wide range of support services. Our fundraising is
governed by our fundraising and governance policies that are available on our governance

page.

In terms of data processing, subject to your explicit consent, we may also use your personal
information for the purpose of:

e Marketing and Sales promotions;

e Providing you with information about promotional offers on our products and
services;

e Carrying out any membership or customer research, survey and analysis;

e Fundraising activities, including brand or event awareness, participation and
collections of monies;

e At some interactions with EOPD you may be asked to consent to your data being
used for marketing and or fundraising purposes. In such cases, consent will require a
positive action on your part. For example, on a new membership form you would
have to tick a box stating that you consent to your data being processed for
marketing and or fundraising purposes.

e EOPD is committed to privacy by design and privacy by default. As such, you will
never have to ‘opt-out’ of our marketing or fundraising processes; you will only ever
have the option of ‘opting in’ if you’d like to be included. We do not engage in ‘pre-
ticked’ boxes on consent forms nor do we ever assume you would consent to your
data being processed. You are free to withdraw consent for any marketing and or
fundraising related matters at any time you want.

Events

We are allowed to process your information when you take part in an EOPD event. The
GDPR we are allowed to do this as we have a legitimate interest.

This is so that we can send you information before the event to let you know where it is and
what time. We may also send you information about how to travel to the event. We take
photos at all of our events and we use them to show everyone what we do and to promote
future EOPD events. We also use the photos to tell our funders about our work. Of course,
we won't take or use your photo if you don’t want us to. After the event, we may send you
information about the discussions or photos of the event. Some of our events may be held
online by Zoom, Teams, or Skype etc. If we plan to record one of these events we will let
you know in advance.

Social Media

EOPD engages in a number of social media services and we strive to uphold privacy rights
online. However, sometimes members of the public may post something objectionable and



beyond our control to EOPD’s social media pages/forums. In such cases, we will act to
rectify any difficulties as soon as we are notified or become aware of the problem. We do
not provide a continuous monitoring of social media sites/forums so there may be a slight
delay from the initial post to when we become aware of a problem.

EOPD sometimes hold fundraising events in which members of EOPD and the general public
may be present. Such events are often held at public locations. Sometimes we may wish to
take a photograph at such events to promote our brand or event on social media. In such
cases, it is our policy for our photographer/social media handler to announce their presence
and provide additional instructions and assistance. However, we do not have any control
over private individuals or their social media accounts and we cannot stop members of the
public from posting pictures of events online without the consent of all participants.

For information relating to social media usages, cookies or widgets, please see our Cookie
Policy

PRINCIPLES OF DATA PROTECTION

Principles of Data Protection Laws - Article 5

Article 5 contains seven principles relating to the Processing of Personal Data. They are also
known as the Quality Principles of Data Protection. It should be noted that all Personal Data
/ Special Category Data processed and retained by EOPD in the course of its work is
necessary and for the service it provides. This is and will be dealt with and processed in
compliance with the principles relating to processing Personal Data as prescribed in Article 5
of the General Data

All Personal Data shall be processed in accordance with the following principles:

1. Processed lawfully, fairly and in a transparent manner in relation to the Data
Subject.

2. Personal Data must be collected for a specified, explicit and legitimate purposes
and not to be processed in a manner in ways incompatible with those purposes.

3. Data should be adequate, relevant and limited to what is necessary in relation to
the purposes for which it is processed.

4. Data should be kept accurate and up to date.
5. Data should not be kept longer than necessary

6. Data must be kept safe and secure, including protection against unauthorised or
unlawful processing and against accidental loss, destruction or damage.

7. The Data Controller must take into consideration people’s rights.



This Policy sets out and prescribes how EOPD will handle, process and store Data, to include
how Data Access Requests are dealt with from a Data Subject together with how to manage
and deal with Data Breaches.

Data in this Policy means and applies to Personal and Sensitive Data under Article 9 (1).

EOPD as a Service Provider / Corporate Entity is committed to protecting Personal Data /
Special Category Data as enshrined in the Charter of Fundamental rights of the European
Union.

Lawfulness of Processing - Article 6

Data Processing shall be lawful only if and to the extent that at least One of the following
applies.

(a) The Data Subject has given consent to the processing of his or her Personal Data
for one of more specific purposes.

(b) Processing is necessary for the performance of a contract to which the Data
Subject is Party or in order to take steps at the request of the Data Subject prior to
entering the contract.

(c) Processing is necessary for compliance with a legal obligation to which the
Controller is subject.

(d) Processing is necessary in order to protect the vital interests of the Data Subject
or of another natural person.

(e) Processing is necessary for the performance of a task carried out in the Public
Interest or in the exercise of Official Authority or power vested in the Controller.

(f) Processing is necessary for the purposes or the legitimate interests pursued by
the Controller or by a Third Party. Exceptions as to what such interests are
overridden by the interests or fundamental rights and freedoms of the Data Subject
which require protection or Personal Data, in particular where the Data Subject is a
child.

Policy in respect of informing Data Subjects of their Privacy Rights

EOPD has put in place a Privacy Policy which members, employees, volunteers and all others
of their Privacy Rights when providing Personal Data.

The data subject rights under the GDPR include:

e Theright to be informed if, how, and why your data are being processed;

e The right to access and get a copy of your data;



e The right to have your data corrected or supplemented if it is inaccurate or
incomplete;

e The right to have your data deleted or erased;

e The right to limit or restrict how your data are used;

e The right to data portability; the right to object to processing of your data; and

e The right not to be subject to automated decisions without human involvement,

where it would significantly affect you.

Policy in relation to Privacy by default or design and Data Protection Impact Assessments

(DPIA)

Data Privacy must be at the heart of all future projects. If EOPD engages in a new Data
Processing Activity or if the processing activities are likely to increase the risk of a Data
Breach will be carried out by EOPD as the Data Controller.

A Data Protection Impact Assessment

A DPIA is the process which systematically considers the potential impact of a project or
initiative might have on the privacy of individuals. It allows organisations to identify
potential privacy issues before they arise, it also accesses the likely impact that a processing
project is likely to have on stakeholders and it comes up with measures, proposals which will
mitigate reduce and eliminate the potential risks.

The General Data Protection Regulations (GDPR) introduces mandatory DPIA’s for those
organisations involved in high risk processing, profiling of individuals or monitoring a public
accessible area would be an example or where a DPIA is needed or required. If a Data
Controller engages in this type of processing a Data Protection Impact Assessment (D.P.1.A)
is required.

EOPD also adopts Privacy by Design as a default approach. Privacy by Design and the
minimisation of Data have always been implicit requirements of Data Protection Principles.
However, GDPR ensures both principles of Privacy by Design and the principle of Privacy by
Default in law.

Records Management Policy

To ensure the security and the ready access of Data: It is the Policy of EOPD to have and to
implement a Records Management Policy throughout the organisation, these records
contain both information and Data respectively. The Policy is designed to ensure that there
is a standardised filing system in which Data is securely held and readily accessible and
retrievable in the event of a Data Subject Access Request under Article 15 of the GDPR
Regulations and or Freedom of Information FOI request under the Freedom of Information
Act 2014. It should be noted that Data / Information can be held in the following formats:



e Paper Records

e Employee Data / manual / electronically

e Volunteer Data / manual / electronically

e Member / manual / electronically

e Text messages

e Electronic files

e Emails

e Financial records

e Company records / legal requirements ¢ Board Papers / Minutes ® Regulators
Reports

e Ethnical information

e Operational Data / Policies

e Website / Intranet

e Social Media Platforms: Facebook, Instagram

¢ Online Classes/Talks

e Electronic and manual Payments/Donations

Data Retention

The Records / Retention Policy has been designed to enable the regular systematic
destruction of records in line with the Policy and a log of any such destructions will be kept.
In order to ensure all traces of the record details are kept and if the records are also in
manual form they also have to be deleted. We do not record or process personal data that
is not required or not necessary for any of our stated purposes.

Unless we explain otherwise to you, we'll hold your personal information based on the
following criteria:

e for aslong as we have reasonable business needs, such as managing our relationship
with you and managing our operations

e for as long as we provide services to you

e retention periods in line with legal and regulatory requirements or guidance

General Data Protection Regulation GDPR training of Employees and Volunteers

It is the policy of EOPD to train staff across the organisation in Data Protection Law and
Practice Training and back up assistance is ongoing in this regard. Advice and training have
been and is provided on an ongoing basis. Data Protection Breach training and guidelines is
being provided for relevant personnel. The provision of information, support and training
are ongoing.

Prevention of Crime

It should be noted that if a Member of the Gardai requests information/Data for the
purposes of preventing a crime the information is GDPR exempt under Article 2 (d).



Third Party Processors / Data Processing Agreements

A Processor is a Third Party that processes personal Data on behalf of EOPD. There are a
number of instances where Third Parties have access to personal Data that belongs to or is
controlled by EOPD in order to provide a service to EOPD as a Data Controller / Processor.

Prior to engaging Data Processors, EOPD will ensure the following:
(a) Carry out due diligence to ensure that it is appropriate to engage the processor and

(b) Ensure the Processor puts in place an Agreement in writing notably a Data Processing
Agreement / Third Party Contract with the processor that complies with the requirements
under Data Protection Law.

The Processors must ensure that they keep the Data being processed safe and secure at all
times. If there are any changes the Data Controller must be advised immediately by the
Data Processor. If the Data Processor sub-contracts any of the processing the Data
Controller must be advised. If any Data is processed or transferred outside of the EU
additional safeguards and procedures must be put in place.

Transfer of Personal Data outside the European Economic Area EEA

Data Protection Law stipulates / provides that EOPD may not (save for a limited number of
exceptions) transfer Personal Data outside of EEA to any Third Country unless the Country is
deemed by the European Commission to provide an adequate level of protection in relation
to the processing of Personal Data. Such transfer is regulated under Articles 45-50 of the
General Data Protection Regulations GDPR 2018.

Model Contract Rules have been developed in order to monitor and to provide for such
transfers. The following are the most relevant exceptions.

(a) The Data Subject has explicitly consented to the transfer of Data having been informed
of the possible risks of such transfers for the Data subject due to the absence of an
adequate decision making process together with appropriate safeguards.

(b) A transfer Agreement incorporating the Model Clauses in the form.

(c) The transfer is made pursuant to a Code of Conduct or a Certification mechanism that
has been approved by under applicable Data Protection Law together with binding and
enforceable commitments of the Controller or if the Processor in the Third Party Country is
applying, the appropriate safeguards as regards Data subject’s rights and / or

(d) The Data importer is subject to a framework approved by the European Commission to
facilitate transfer e.g., EU and US Data Privacy shields which deals with Data Transfers to

and from the United States.

Documenting and Monitoring Compliance




EOPD has Policies and Procedures in place to ensure and demonstrate its ongoing
compliance under Data Protection Law / GDPR Regulations.

Compliance is ongoing and is continuously monitored. Practices and Procedures are
reviewed regularly to ensure they are fit for purpose.

EOPD holds an inventory and details on the Data it holds:
(a) Categories of Personal Data held and processed
(b) The purposes of Processing

(c) Categories of People / Data Subjects

(d) Who the Personal Data relates to

(e) Details of recipients of the Personal Data

(f) Personal Data has been or will be disclosed to
(g) Data Access Request details

(h) Details of transfers

(i) Where possible, time limits retention periods

(j) Contact details of the Controller

Data Security

EOPD implements appropriate technical and organisational measures to ensure a level of
security appropriate to the risks to Personal Data that may arise in connection with the
processing activities EOPD undertakes.

Our staff complete mandatory data protection training upon employment and annually
thereafter to reinforce responsibilities and requirements set out in our data protection

policies, such as those on handling data securely and setting secure passwords.

Policy in Respect of Managing Data Protection Breaches

It is the Policy of EOPD to detect, report and investigate a Personal Data Breach in
accordance with GDPR 2018 Regulations and subject to the Guidelines as issued by the
Office of the Data Protection Commission (DPC) The Supervisory Authority.

All Personal Data / Sensitive Data breaches must be notified to the Supervisory Authority
Article 33 & 34. It is mandatory and notification must be made not later than 72 hours after
having become aware of it. When a breach occurs, the proactive steps must be taken to
mitigate the efforts of the breach and to ensure there is no harm to the Data subject is most
important. How the breach is dealt with is more important than the breach itself. If the



matter is resolved within 72-hour period and if there is no harm to the Data subjects the
matter will be recorded in the breach log but does not have to be reported to the
Supervisory Authority.

A breach may also occur due to the release of Personal Data or Sensitive Personal Data
under Article 9 without Authority or Consent. A breach may occur due to inappropriate
access to such Data on EOPD systems or sending Data to unauthorised individuals.

In the event of a Data Protection Breach measures are put in place to prevent such an
incident happening again. The findings resulting from the investigation and
recommendations will be sent to the Office of the Supervisory Authority. We will liaise with
the Authority and take whatever actions which may need to be taken as a result.

EOPD as a Data Controller has overall responsibility for ensuring compliance with Data
Protection Law.

All employees and volunteers have received General Data Protection Regulations GDPR
compliance training and advice. Extensive material has been prepared and made readily
available to all staff. Any queries will be and are dealt with and staff are supported in
relation to GDPR issues. Staff training pertaining to GDPR compliance has been made
available to staff on an ongoing basis.

EOPD employees and volunteers have a duty and should be mindful of Data Protection
Issues and have to be careful when dealing with sensitive Personal Data. Employees should
note that there are circumstances and instances where a Data breach can equate to serious
employee or volunteer misconduct.

Employees and Volunteers at EOPD must report all Personal Data Breaches to the Data
Protection Officer at EOPD.

The Data Protection Officer at EOPD will assist staff in complying with Data Protection
Legislation by providing and facilitating support, assistance, advice and training.

Any Data Breach incident will be logged and measures put in place to ensure a breach does
not in the future occur and what protections can be put in place to prevent breaches.

Data Access Requests — Article 15

A Data subject has a right to access his / her Data under Article 15 of the General Data
Protection Regulations GDPR 2018 and under Data Protection Legislation 1997 and 2018
together with the Freedom of Information Act 2014. It is a EOPD to have a central point of
access for Data Access requests as well as providing assistance to applicants making such
requests.

In order to deal and process Data Access Requests in a more efficient and professional
manner the requests should be submitted in the following manner:



Data Access Requests can be made in writing in the form provided, by email or over the
phone.

All requests must contain identification and proof of current address this is to ensure that
Personal Data is only released to those entitled to receive it.

Data Subject Access Requests will be dealt with as soon as possible. It is important to ensure
the information is correct and accurate and each request should contain ancillary
supporting documentation thus avoiding delays to the Data Subject or their Agents.

Applicants should download and complete the Access Request Forms and email it to

dpo@eopd.ie together with the appropriate supporting documentation where it will be
processed. Click here to download. It is important that all parts of the form be competed.

Points of Contact Data

Subjects can contact EOPD at 77 Lower Camden Street, Dublin, Ireland DO2 XE80.

If you wish to make an access request or exercise your rights as outlined under Data
Protection Law or if you have any queries, please contact the EOPD at: EOPD Email:
dpo@eopd.ie Phone: xxxxxx Postal Address Data Protection Officer, at 77 Lower Camden
Street, Dublin, Ireland DO2 XE80

Further information is available on the EOPD website: www.eopd.ie

If you require further information on Data Protection, please contact the Offices of the Data
Commissioner (The Supervisory Authority) Lo Call Number 1890 252 231 Email
dpo@dataprotection.ie

Postal Address Data Protection Commissioner, Canal House, Station Road, Port Arlington, Co
Laois R32 NP 23


mailto:dpo@dataprotection.ie

